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Introduction 

This survey was circulated to over 165 IT and security professionals in the U.S. and around the globe representing a 

variety of industry verticals and enterprise sizes.  The goal was to understand their perception of how their enterprises 

are using cloud apps, what kind of data are moving to and through those apps, and what that means in terms of risks.  

Beyond raising awareness around cloud service risk, the findings of this survey are intended to provide usage 

intelligence that helps IT, security, and business decision-makers take action in their organizations – from consolidating 

and standardizing on the most secure and enterprise-ready cloud services, to knowing what policies will have the most 

impact, to understanding where to focus when educating users. 

Survey respondents were categorized into the following: 
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Usage 
 

How many cloud apps do you believe are in 

use for business purposes in your 

organization? 

More than half (54 percent) of the respondents believe that they 

have ten or fewer cloud apps running in their organization, with 87.1 

percent indicating 50 or fewer and a weighted average of 23 apps per 

organization.  These estimates are far lower than those reported by 

vendors who observe more than 500 cloud apps, on average, per 

enterprise. 

 

 

 

Approximately what percentage of the total 

applications in your organization are cloud-

based?   

59.3 percent of respondents believe that a fourth or fewer of their 

total apps are in the cloud.  This differs from recent studies, such as 

Data Breach: The Cloud Multiplier Effect, a survey carried out by the 

Ponemon Institute, in which respondents reported that 45 percent of 

their software applications are in the cloud. 

 

 

 

 

 

 

 

To how many cloud apps do you believe your 

users are uploading content?   

Over 60 percent of respondents believe that content is uploaded to 

10 or fewer cloud apps. 
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Approximately what percentage of content 

that is uploaded to cloud apps do you believe 

is sensitive?  

74.8 percent of respondents say their users upload content to 20 apps 

or fewer, yet nearly half (49.1 percent) report that over one-fourth of 

that content is sensitive. 

 

 

 

Approximately what percentage of sensitive 

content that is uploaded to cloud apps do you 

believe has been shared with unauthorized 

individuals or individuals outside of your 

organization? 

Nearly half (48.1 percent) of respondents say that less than 5 percent 

of their sensitive content in the cloud has been shared with 

unauthorized individuals or individuals outside of the organization. 

 

 

 

 

 

 

How many cloud apps do you believe are most 

used on employee BYOD mobile devices and/or 

unsecured devices? 

50 percent of respondents say that their users have 5 cloud apps or 

fewer on employee BYOD devices.   

 

 

 



 

© 2014 Cloud Security Alliance - All Rights Reserved. 8 

 

CLOUD USAGE RISKS & OPPORTUNITIES REPORT September 2014 

 

 

Well over half of the respondents reported having a policy addressing bring-your-own devices, and over 80 percent 

believe it is at least somewhat followed.  

 

Which cloud app categories do you 

believe have the highest number of 

apps? 

Respondents reporting believing that cloud storage is 

the most plentiful category, with webmail and cloud 

backup in second and third place.  

 

 

 

 

 

More than half (52.2 percent) of respondents believe 

that less than a fourth of their cloud apps are deployed 

departmentally (vs. company-wide).  This runs counter 

to data that show that approximately 90 percent of 

cloud apps are unknown to IT. 
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Risks 

 

Which cloud app categories do you 

believe are the most risky based on 

your organization's definition of risk?  

Most people’s perception is that cloud storage is the 

riskiest category, followed by finance/accounting and HR, 

respectively. 

 

 

 

 

 

 

 

The vast majority of 

respondents report 

having policies and 

procedures in place to 

protect data and ensure 

compliance, and most 

report that those 

policies are well-

enforced. 
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Have you experienced a data breach 

involving a cloud app in the last year?  

 

Very few respondents, or nearly 4 percent, report 

experiencing a data breach involving their cloud apps in the 

past year. 

  

Nearly 80 percent of policy enforcement in cloud 

apps is in cloud storage and cloud backup, 

indicating serious concerns about data leakage and 

protection. 

Non-public financials, other sensitive data, customer 

records, employee records, and other non-sensitive data 

were compromised in these breaches. 
25 percent of the responses were unknown, and 25 

percent of the responses had no corresponding 

result.  “Other” included loss of confidentiality. 
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What percentage of your cloud apps do 

you believe are integrated with your 

corporate directory to authenticate 

users?   

43.7 percent show less than 5 percent of apps are integrated 

with their corporate directory.  This displays a very low 

monitoring of apps and calls for a need of better corporate 

tools. 

 

 

 

Over half of respondents reported that their organizations are developing custom cloud apps.  

Response Comment Sampling 

The following comments were collected from survey respondents: 

“Cloud Security is most important.  Respective procedures and policies have to be enforced by human and software.”  

“Data and privacy are the important aspects to securing data in cloud.” 

“How do we know what employee users are doing in the cloud and what authority they have to install applications?” 

“There is a decrease of reputation when considering cloud solutions and not being able to state the risks and the 

solutions to reduce the risks.” 
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Summary 

Users believe that few cloud apps are used by employees and BYOD devices, while other studies noted show that 

hundreds of cloud apps are in use within each enterprise today.  This tells us that cloud application discovery tools and 

analytical tools on cloud app policy use and restrictions are crucial in the workplace, especially when it comes to 

sensitive data being used by these cloud applications.  With sensitive data being uploaded and shared by these apps 

with authorized and unauthorized users, policy enforcement becomes a major role in protecting your data.  
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