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Introduction

This survey was circulated to over 165 IT and security professionalsinthe U.S. and around the globe representinga
variety of industry verticalsand enterprise sizes. The goal was to understand their perception of how theirenterprises
are using cloud apps, what kind of data are movingto and through those apps, and what that meansin terms of risks.

Beyond raisingawareness around cloud service risk, the findings of this survey are intended to provide usage
intelligence that helps IT, security, and business decision-makers take action in their organizations—from consolidating
and standardizing on the most secure and enterprise-ready cloud services, to knowing what policies will have the most
impact, to understanding where to focus when educating users.

Survey respondents were categorized into the following:

Size of Company/Organization Joh Title

32%

42%

31%

C-Level/VP/Executive

23%

01-100 Employees | 101-1000 Employees | 1000+ Employees
Sector Country

Telecom, Technology, Internet,Electronics | Financial & Financial Services,Insurance .
Healthcare & Phamaceuticals EMEA | APAC

Manufacturing § Business Support & Logistics
Utilities, Energy, and Extraction
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Usage

How many cloud apps do you believe are in
use for business purposesin your
organization?

More than half (54 percent) of the respondents believe that they
have ten or fewercloud apps runningin their organization, with 87.1
percentindicating 50 or fewerand a weighted average of 23 apps per
organization. These estimates are far lowerthanthose reported by
vendors who observe more than 500 cloud apps, on average, per
enterprise.

Approximately what percentage of the total
applications in your organization are cloud-
based?

59.3 percent of respondents believe thatafourth or fewer of their
total apps are inthe cloud. This differs fromrecentstudies, such as
Data Breach: The Cloud Multiplier Effect, asurvey carried out by the
Ponemon Institute, in which respondents reported that 45 percent of
theirsoftware applications are inthe cloud.

To how many cloud apps do you believe your
users are uploading content?

Over 60 percent of respondents believe that contentis uploaded to
10 or fewercloud apps.

© 2014 Cloud Security Alliance - All Rights Reserved.

Cloud App Usage

49%

21-50 Apps

Percentage of Apps that are Cloud-Based

=

Number of Apps Users Upload Content to
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Percentage of Content that is Sensitive

Percentage of Sensitive Content Shared
Outside of Organization

Number of Apps on Employee BYOD Mobile
Devices/Unsecured Devices
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Approximately what percentage of content
that is uploaded to cloud apps do you believe
is sensitive?

74.8 percentof respondents say their users upload content to 20 apps
or fewer, yet nearly half (49.1percent) report that over one-fourth of
that contentis sensitive.

Approximately what percentage of sensitive
content that is uploaded to cloud apps do you
believe has been shared with unauthorized
individuals or individuals outside of your
organization?

Nearly half (48.1 percent) of respondents say thatlessthan 5 percent

of theirsensitive contentinthe cloud has been shared with
unauthorized individuals orindividuals outside of the organization.

How many cloud apps do you believe are most
used on employee BYOD mobile devices and/or
unsecured devices?

50 percent of respondents say that theirusers have 5 cloud apps or
feweronemployeeBYOD devices.
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Do you have a mobile/BYOD policy? If yes, how well do you believe it is followed?
. 2.2%
13.3%
3.7% 43.33% 41.11%
T 401%
Ves | No | Don'tKnow |

Well over half of the respondents reported having a policy addressing bring-your-own devices, and over 80 percent
believeitisat leastsomewhat followed.

Which cloud app categories do you
believe have the highest number of What percentage of your cloud apps do you

apps? helieve are deployed departmentally?

Respondentsreporting believing that cloud storage is
the most plentiful category, with webmail and cloud
backupin second and third place.

App Categories with Highest Number of Apps

More than half (52.2 percent) of respondents believe
that less than a fourth of theircloud apps are deployed
departmentally (vs. company-wide). Thisruns counter

30
to data that show that approximately 90 percent of

Cloud Storage Cloud Backup | Collaboration | CRM & SFA cloud apps are unknown to IT.

=Y
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Risks Which app categories pose the most risk?

Which cloud app categories do you
believe are the most risky based on
your organization's definition of risk?

Most people’s perceptionisthat cloud storage isthe
riskiest category, followed by finance/accounting and HR,
respectively.

0

Cloud Storage § Finance/ Accounting Webmail | Cloud Backup
Collaboration § Security | CRM & SFA | Big Data § Social

Does your company have security policies or
procedures in place to ensure data security
and compliance in cloud apps?

The vast majority of

O respondents report
ol & having pc?//C/es and
68.1% procedures in place to
ves [ o | Dotkoow
protect data and ensure
If so, do you believe these policies are compliance, and most
followed? report that those

policies are well-

. . enforced.

18.8% 16.8%
64.4%
[ Ves [ No.

© 2014 Cloud Security Alliance - All Rights Reserved.



In which cloud app
categories are you enforcing policies?

Cloud Storage | Cloud Backup | Document management
CRM & SFA | Finance/ Accounting Collaboration FSEcUity

Nearly 80 percent of policy enforcementin cloud

apps isincloud storage and cloud backup,
indicating serious concerns about dataleakage and
protection.

I yes, what was the result?

Customer notification | Monetary compensation from breach
Spend on counter measures Loss of reputation

25 percent of the responses wereunknown, and 25
percent of the responses had no corresponding
result. “Other”included loss of confidentiality.
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Have you experienced a data breach
involving a cloud app in the last year?

3.8% .
24.7%

71.5%
 ves | No | Don'tKnow

Very few respondents, ornearly 4 percent, report
experiencing adata breachinvolvingtheircloud appsinthe
past year.

If yes, what was
compromised in the data breach?

Employee records | Intellectual property

Non-public financials | Other sensitive data | Other non-sensitive data

Non-publicfinancials, other sensitive data, customer
records, employeerecords, and other non-sensitive data
were compromisedinthese breaches.

10
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What percentage of your cloud apps do
you believe are integrated with your
corporate directory to authenticate
users?

43.7 percentshow lessthan 5 percent of apps are integrated
with theircorporate directory. Thisdisplaysaverylow
monitoring of apps and callsfor a need of better corporate
tools.

Do you believe your

organization has developed or is developing

custom cloud apps?

I yes, how many have been or are being
developed?

53.8%

ves | No § Don'tKnow |

‘ ‘ 13.7%
32.5%

13.7%

Over half of respondents reported that their organizations are developing custom cloud apps.

Response Comment Sampling

The following comments were collected from survey respondents:

“Cloud Security is mostimportant. Respective procedures and policies have to be enforced by human and software.”

“Data and privacy are the important aspects to securing data in cloud.”

“How do we know what employee users are doing in the cloud and what authority they have to install applications ?”

“There is a decrease of reputation when considering cloud solutions and not being able to state the risks and the

solutions to reduce the risks.”

© 2014 Cloud Security Alliance - All Rights Reserved.
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Summary

Users believe that few cloud apps are used by employees and BYOD devices, while otherstudies noted show that
hundreds of cloud apps are in use within each enterprise today. Thistells us that cloud application discovery tools and
analytical tools on cloud app policy use and restrictions are crucial inthe workplace, especially whenitcomesto
sensitivedatabeing used by these cloud applications. With sensitive databeinguploaded and shared by these apps
with authorized and unauthorized users, policy enforcement becomes a majorrole in protecting your data.
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