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About the Cloud Security Alliance

> Global, not-for-profit organisation

> Over 48,000 individual members, more than 180 corporate
members, and 65 chapters

> Building best practices and a trusted cloud ecosystem

> Agile philosophy, rapid development of applied research
> GRC: Balance compliance with risk management
> Reference models: build using existing standards
> Identity: a key foundation of a functioning cloud economy
> Champion interoperability
> Enable innovation
> Advocacy of prudent public policy

“To promote the use of best practices for providing security assurance
within Cloud Computing, and provide education on the uses of Cloud
Computing to help secure all other forms of computing.”
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Cloud BARRIERS

> (Perceived) Loss of control

> Lack of clarity around the
definition and attribution of 4
responsibilities and liabilities 4

> Difficulties achieving
accountability across the
cloud supply chain

> Incoherent global (and even *
sometimes regional and
national) legal framework
and compliance regimes
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....anhd more barriers

> The lack of transparency
of some service providers
or brokers

> Lack of clarity in Service
Level Agreements

> Lack of interoperability.

> Lack of awareness and
expertise
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In 3 words:

“Let’s try 1t once without the parachute.”
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HOW DO WE BUILD
TRUST & TRANSPARENCY?

> Good Practices for INDIRECT CONTROL

ety

Security, Trust & Assurance
Registry
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Cloud enforces to think about?

Separation between data owners and data processors!
Anonymity of location data center and equipment
Anonymity of suppliers

Temporary relationships with suppliers

Physical checks to be compensated by virtual controls

Identity management has a key role in the whole!
Cloud requires a renewed approach to security
Data residency, laws and regulations

Maintaining Ownership & Control of Your Data

VvV V V V V V V V V V

Data encryption
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What are the trust issues

> Is my cloud provider transparent about the governance and operational
Issues?

Vv

Am I still viewed as compliant for my environment?

Vv

Do I know where my data is located?

Vv

Is the lack of standardization an accelerated aging issue (accelerated
depreciation)?

> Are my cloud service providers really better at security than I can do it
myself?

Vv

Am I in the cloud a popular target for hackers?

L~
=
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Is the existing IT staff still needed?
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Top threats 2013: CSA
2010 Top Threats

1 Abuse of Cloud Services _ 1 Data Breaches
2 Insecure APIs 7 Data Loss
3 Malicious Insiders 3 Account Hijacking
bl Shared Technology Issues 4 Insecure APIs
.. 5 Denial of Service
b Account Hijacking b Malicious Insiders
7 Insufficient Due Diligence 7 Abuse of Cloud Services
& Insufficient Due Diligence
e . ( ) SUWE?GFSEH:'.EEEUH'F'Q'
"'""'-"H_. - pm;gﬂzinnil:,-;z 9 Shared Technology Issues
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Most important issues for the future

>
>
>
>
>
>
>

Can I keep the same trend with cloud changes?

Worldwide incompatible legislation and policy?

No standardized Private and Public clouds

Lack of continuous Risk Management & Compliance Monitoring
Incomplete Identity Management implementations

Haphazard response (unpredictable and incomplete) on security incidents

Unauthorised data disclosure and leakage.
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Maintaining Ownership & Control

of Your Data

Unless you know who can do what with your data,
how do you manage risk and maintain control? ,,

-Dave Cullinane

Chairman, Cloud Security Alliance
former Chief Security Officer, eBay
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Ownership & Control Requirements

Data Security Data Disclosure Data Residency

e Security e Court Order/ e Encryption is e EU Safe
Breaches Subpoena part of: Harbor vs.

e Hackers e Blind HIPAA, Patriot Act

e Rogue Subpoena or NEN7510, e Foreign
Employees Gag Order GLBA, PCI- jurisdiction

e Data co- DSS, WBP and disclosure
mingling . iIRCILfaPﬁangiigce e Privacy laws
Coniras < requests

Source: Vaultive
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Legislation and regulations

0@ |

'Whéfe*CIOUd Data Resu:le‘s and What Laws Apply :

l
i) I
LI B curope

_ B 0 1 i I
= I 2 E United Kingd - Privacy laws in 28 countries
CALEA, CCRA, CIPA, COPPA_EFTA, ICO Privacy and Electronic .

FACTA ECPA FCRA, FISMA FERPA, Communications Regulations
GLBA, HIPAA, HITECH, PPA RFPA, X
Safe Harbor, US PATRIOT Act

[ 1° F
=i USsStates
Breach notification in 46 states

’..
\ —
o / / PersonalDataPmacy

Perzonal & Finanaal
Data Protection Acts

- -
“.‘ﬂmnhtUnca
Electronic Communications
and Transactions Act National Privacy Princpals,
State Privacy Bills, Email
Spam and Privacy Billz

_ . . Privacy Amendment Act
Source: Presentation Paul Simmonds, CSA EMEA congress Edinburg 2013
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Compliance: Cannot Be Assigned

Compliance responsibility stays with end-user
Encryption for data at rest requirements still apply for cloud data

Cannot transfer risk to cloud providers

vV V V V

Cloud Service Providers provide a subset of compliance coverage

* "Customers are responsible for being the steward of their own data.”
(source: Microsoft Dynamics CRM Online Security Response)

* "Customers are responsible for configuring Box in a HIPAA compliant
manner and for enforcing policies in their organizations to achieve
HIPAA compliance. ” (source: Box HIPAA and HITECH Overview and FAQs)

Source: Vaultive
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Compliance: PCI DSS Cloud Guidance

Principles:

> Understand scope in terms of roles and responsibilities
> CSP only responsible for subset of PCI DSS requirements

> Shared responsibility model does not mean no responsibility for end user

> Maintain encryption and key management on-premise

™

Security

End User Ownership and Control Guidance: etandards Council

> Strong data encryption for cloud data

> Separation of controls for key management

M A BAEE cloud
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Unauthorized Disclosure

On-Premise Email / Data

Respond to Serve objections .
Subpoena Comply with
C oml')t ord e/r Engage your subpoena Quash subpoena agregdyupon

Cloud Emall / Data

CSP turns
over your
data

Subpoena/Court
Order served to CSP

With persistent encryption: Cloud Email / Data

Serve objections
Quash subpoena

Court End User
resubmits engages
subpoena to their
end user lawyer

Subpoena CSP turns Comply with

the agreed
Seek protective upon terms
order

over useless
gibberish

served to
CSP

M A AR c/oud
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Cloud Provider’s Responsibility:
Securing the cloud platform

End-User’s Responsibility:
Controlling its data

BN dacurity
RIANDSalliances
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Cloud Roles and Responsibilities

Cloud Service End-User
Provider Organization
Hostinq & Ownership
Processing
Security Control
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Practical Steps To Maintain Control

Cloud
AMA

LIOA security

alllances

Select a Cloud Service Provider t

Encrypt data before it leaves t

vV V V V

the Cloud Service Provider

Encryption & EKM-04 Strong encryption (e.g., AES-256) in open/validated formats and

Key standard algorithms shall be required. Keys shall not be stored in the
Management cloud (i.e. at the cloud provider in question), but maintained by
Storage and the cloud consumer or trusted key management provider. Key
Access management and key usage shall be separated duties.

M A AR c/oud
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Cloud Control Matrix 3.0, Oct 2013

neres to CCM

ne encd

-user organization’s control

Encrypt data at rest, data in transit and data in use

Encryption keys should be retained by the end-user organization, not
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The Answer from Cloud
Security Alliance
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Cloud Security Allilance and resilience

> Through transparency with regard to the security levels and measures of a
Cloud Services Provider a customer can achieve the assurance that it is well
arranged, guaranteed and maintained.

> Only through a common framework with control elements that provide
clarity it can be clear to a customer.
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View by the CSA

. vV YV A

W IVi

Cloud Controls Matrix

& W o el

Security, Trust & Assurance
Registry

Some CSA products...

M A AR c/oud
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W% a Sccurity Guidance for Critical Areas
of Cloud Computing Version 3.0

ot atl ad 4
LN

Certificate of
Cloud Security Knowledge

Security Controls Framework
For Cloud Providers & Consumers

aden =} Promoting Elements of
@ i1 Transparency in the Cloud
Cloud . = Automated Audit, Assertion,
Audit Assessment, and Assurance

Cloud ~ Computer Emergency
CERT Response Team
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View by the CSA

™
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iﬁ& A Security Guidance for Critical Areas A —

m of Cloud Computing V§f§[9n §,h‘ Cloud Security Knowledge

‘ #O PR & o ity Controls Framework
Q@ Q2 IVE For Cloud Providers & Consumers

Cloud Controls Matrix

lode ol n ) Promoting Elements of

= A
MO @ 1 Transparency in the Cloud
gﬁi@ﬁ{“ﬁ Cloud . = Automated Audit, Assertion,
'Registry Audit Assessment, and Assurance
Some CSA products... Cloud Computer Emergency

CERT Response Team

M A BAEE cloud
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N AS :
Security Controls Framework
Q@ Q@ IVE ror Cioud Providers & Consumers

Cloud Controls Matrix

CCM V 3.0: Cloud Control
Matrix

NETHERLANDS alliances"




Cloud Controls Matrix (v3.0)

N AS

> Objectives (controls)
derived from guidance

Microsoft Excel - C5A ols Matrix (CM)_v2.0.xlsx [Read-Only]
@_] File Edit WVew Insert Format Tools Data Window Help Type a question for help = _ & X
> Mapped against known EEFEERFETSENDER TN vo Bl SERELS wE e oA B
Al - f Control Area
andards such as ISO “
St S Su S Cloud Service Delivery ..
. . Scope Applicability
Control Area ( Control Specification Model Applicability
27 1 BI P I HIPAA i o 3 SaaSey PaaSgy laaSgy R Customer g
y I y y y [~ | [~ | i~ i~ B ProviderB |~ |

Infarmation Security - Portable / Mobile - Paolicies and procedures shall be established and
Devices measures implemented to strictly limit access to C

F I S I\/IA Fe RAM P sensitive data from portable and mobile devices,
) such as laptops, cell phones, and personal digital
assistants (PDAs), which are generally higher-risk

than non-portable devices (e.g., desktop
computers at the organization's facilities).

‘s 59
) p O Iy O n ( L ) aaS Infarmation Security - Source Code IS-33  |User access to program source code shall be X X X X

60 |Access Restriction restricted to authorized personnel.
Infarmation Security - Utility Pragrams I5-34  |The use of utility programs that might be capable X X * X X c
Access of overriding system and application controls shall

be restricted.

> Suppliers vs client role

61

Legal - Mon-Disclosure Agreements LG-01  |Requirements for confidentiality or non-disclosure X X x X X
agreements reflecting the organization's needs for
the protection of data shall be identified and

> Helps reducing the bridge |-

Legal - Third Party Agreements LG-02 |Agreements with third parties involving accessing, X X X X c
processing, communicating or managing the
etwe e n Sta an organization’s information assets, or adding
products or services to information assets shall
- cover all relevant security requirements.
au d Ito rS Agreements provisions shall include security
{e.0.. encryption, access controls, and leakage
prevention) and integrity controls for data

exchanged to prevent improper disclosure,
alteration or destruction.

) ASSIStS In defl n i ng :ea:w» » 1\ CSA Controls Matrix (CM) v2.0/ Complance Mapping Reference / |< = »
appropriate SLA

i€
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CCM and other standards

Mapped against:

COBIT 4.1

HIPAA/ HITECH Act

ISO/IEC 27001:2005

NIST Special publication SP 800-53 (rev 3)
FedRAMP

PCIDSS v 2.0

BITS shared Assessments

GAPP

Jericho Forum

NERC CIP

AICPA Trust Services Principles & Criteria (TSP)

VVVVVVVVVVYVY

In next versions more mappings against standards...

M A BAEE cloud
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CCM v 3.0 — 16 Control domains

Control domains CCM V3.0

1. Application and Interface Security 9. Human Resource Security (HRS)

2. Audit, Assurance and Compliance 10. Identity and Access Management

3. Business Continuity and Management 11. Interoperability and Portability

Resilience

4. Change Control and Configuration 12. Infrastructure and Virtualization Security
Management

5. Data Center Security 13. Mobile Security

6. Data Security & Information Lifecycle 14. Security Incident Management — e-Discovery
Management Cloud Forensics

/. Encryption and Key Management 15. Supply Chain management, Transparency and

Accountability

8. Governance and Risk Management 16. Threat and Vulnerability management

CCM V3: 45 additional new controls on top of 1ISO27001:2005

M A BAEE cloud
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Who arranges security?

Role Clarity Security ~ THEM

Security ~ YOU SaaS

‘—-~

/ v Platform as a Service
/ Infrastructure as a \

/ Service \

R

M A RMAEIR cloud
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CSA CCM Control ownership

S “““

Data Joint Tenant Tenant

Application Joint Joint Tenant

Compute _ Joint Tenant

Copyright © 2013 Cloud Security Alliance Netherlands
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CCM role supplier and client 1]

CCM Y3 0

Costrol Domais Control 1D

Application &
Interface Security
s

Application &
Interface Security

Application &
Interface Security

Application &

Interface Security
I

AAC-01

Aundit Acsurance &
C AWML E

Aundit Accurance &
Compliance

MRS ARMEIRE oud
CIDMIVE: sccurity
NETHERLANDS alliances"

CLOUD CONTROLS MATRIX
VERSION 3.0

Constrol Specification

Applications and interfaces [AP12] shall be dezigned,
developed, and deployed in accordance with industry
acceptable standards [e.g., O% AEP for web
applications] and adhere ta applicable legal, statukary,
or regulatary complianc: obligations.

Architectural Belevance

Compute

Ztorage

Corp Gor
Relerance

Clowd Zervice Delivery
Model Applicakility

Ea3aE Pa3aE (EE %

Supplier Relationzhip

Serrvice
Provider

Tenamt §
Consumer

Prior bo granting customers acoess bo daka, assets, and
infarmation sysktems, all idenkificd security, contractual,
and regulatary requirements For customer access zhall
b addreszed and remediated.

Data inpuk and outpat inkegrity routines [ic.,
reconciliation and edit checks] shall be implemented far
application inkerfaces and databases bo prevent manual
of spskematic processing errors, corruprion of data, or
misuse.

Palicies and procedures shall be eztablished, and
supporting buziness proceszez and technical meazures
implemented, boensure protection of confidentiality,
integrity, and availability of data cxchanged between
ont of more syskem interfaces, jurizdictions, or external
buzinezz relationzhips ta prevent improper dizelosure,
alteration, or destruction, These policies, procedures,
processes, and measures shall be inaccordance with
known legal, statutary and regulatary compliance:
abligations.

Audit plans, activities, and operational action items
facuzing on data duplication, accesz, and data
boundary limikationz shall be dezigned to minimize the
rizk of business process disruption. Audit activities
must be planned and agreed upon in advance by
skakcholders.

Independent reviews and azsessments shall be
performed at least annually, or at planned inkerealz, b

Copyright © 2013 Cloud Security Alliance Netherlands
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CCM role supplier and client [ 2]

Supplier Relationship

Control Domain cCi UEiEE{:-ntml Control Specification

Tenant /

Service Provider _
Consumer

Application & Interface Applications and interfaces (AFIls) shall be designed, developed, and deployed in
Security accordance with industry acceptable standards (e.g., OWASP for web applications)
Application Secunty and adhere to applicable legal, statutory, or requlatory compliance obligations.

Application & Interface Prior to granting customers access to data, assets, and information systems, all X X

Security identified security, contractual, and regulatory requirements for customer access
Customer Access shall be addressed and remediated.
Regquirements

Application & Interface Data input and output integrity routines (i_e_, reconciliation and edit checks) shall be X X
Security implemented for application interfaces and databases to prevent manual or
Data Integrty systematic processing errors, corruption of data, or misuse.

M A BAEE cloud
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Certification for cloud services

v

In the Agenda of the EC

Requested from Art29 WP as a measure for privacy

compliance

> Already part of the cloud strategy in countries such USA,
Singapore, Thailand, China, Honk Kong, Taiwan,

> In Europe various Member States are looking at a
certification/accreditation schema for cloud service
(especially in Public Procurement)

> The UK G-Cloud is based on a logic of companies accredited

to offer service in the App Store

v
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Principles

Comparability - results should be repeatable, quantifiable and
comparable across different certification targets.

Scalability - the scheme can be applied to large and small
organisations.

Proportionality (risk based) - evaluation takes into account risk of
occurrence of threats for which controls are implemented.
Composability/modularity - addresses the issue of composition of
cloud services including dependencies and inheritance/reusability of
certifications.

Technology neutrality: allows innovative or alternative security
measures.

Transparency of the overall auditing process.

vV VvV VvV ¥V

v

v

M A RMAEIR cloud

CIMAINNL security : : .
NETHERLANDS alliances Copyright © 2013 Cloud Security Alliance Netherlands


http://www.cloudsecurityalliance.org/
http://www.cloudsecurityalliance.org/

Reguirements

Provide a globally relevant certification to reduce duplication of efforts
Address localized, national-state and regional compliance needs
Address industry specific requirements

Address different assurance requirements

vV V V V V

Address “certification staleness” — assure provider is still secure after “point
in time” certification

User-centric
Voluntary, business driven
Leverage global standards/schemes

vV V V V

Do all of the above while recognizing the dynamic and fast-changing world
that is cloud

M A BAEE cloud
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Objectives

To improve customer trust in cloud services

To improve security of cloud services

To increase the efficiency of cloud service procurement

To make it easier for cloud providers and customers to achieve
compliance

To provide greater transparency to customers about provider
security practices

> To achieve all the above objectives as cost-effectively as
possible

vV V V V

Vv

M A RMAEIR cloud
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The Answer from Cloud
Security Alliance
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CSA STAR:

Security, Trust & Assurance Registry

> Launched in 2011, the CSA > The STAR is a publicly
STAR is the first step in accessible registry that
Improving transparency documents the security
and assurance in the cloud. controls provided by
N = cloud computing offerings

oY . A . Helps users to assess the

é H B'é security of cloud

Security, Trust & Assurance providers
Regisiry
> Searchable registry to allow cloud
customers to review the security
practices of providers, accelerating
their due diligence and leading to
higher quality procurement

experiences.

M A BAIR cloud
CCOIMIVNL security
NETHERLANDS alliances

> It is based on a multilayered
structure defined by Open
Certification Framework
Working Group
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OCF: VISION STATEMENT

> The CSA Open Certification Framework is an industry initiative to
allow global, accredited, trusted certification of cloud providers.

> The CSA Open Certification Framework is a program for flexible,
incremental and multi-layered cloud provider certification according to
the Cloud Security Alliance’s industry leading security guidance and
control objectives.

> The program will integrate with popular third-party assessment and
attestation statements developed within the public accounting
community to avoid duplication of effort and cost.

~Jim Reavis & Daniele Catteddu; CSA~

M A BAIR cloud
CCOIMIVNL security
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The OCFE structure

OPEN CERTIFICATION FRAMEWORK

LEVEL 3
Continuous Monitoring-Based
Certification

L EVEL 2
Third-Party
Assessment-Based
Certification

i
J
=
Ll
ne
=T
all
LN
=
=1
o
|_

LEVEL 1
Self-Assessment

The CSA Open Certification Framework is an industry initiative to allow
global, accredited, trusted certification of cloud providers.

M A BAEE cloud
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OCF Level 1

a W S e

SELF-ASSESSMENT

> Self Assessments based on Consensus Assessments Initiative
Questionnaire and Cloud Control Matrix

Voluntary industry action promoting transparency
Open to ALL cloud providers
Since the initial launch at the end of had tremendous growth

37 entries: including Amazon Web Services, Box.com, HP,
Microsoft, Ping Identity, Red Hat, Skyhigh Networks, Symantec,
Terremark and many others

>
>
>
>

cloud
S A security . . .
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OCF Level 2

o W AW e
CERTIFICATION

o M oW e
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OCF Level 2

A BN A gﬂg

& M
ATTESTATION

> The STAR Attestation is positioned as STAR Certification at Level 2 of the Open
Certification Framework and it is likewise STAR Certification is third party independent
assessment of the security of a cloud service provider.

> Based on type 2 SOC attestations supplemented by the criteria in the Cloud Controls
Matrix (CCM).

> Provides for robust reporting on the service provider’s description of its system, and on
the service provider’s controls, including a description of the service auditor’s tests of
controls in a format very similar to the now obsolete SAS 70 reporting format, and
current SSAE 16 (SOC 1) reporting, thereby facilitating market acceptance

M A BAEE cloud
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o — . -
o M AW MW
CONTINUOUS

> CSA STAR Continuous will be based on a continuous
auditing/assessment of relevant security properties.

> It will built on the following CSA best practices/standards:
> Cloud Control Matrix (CCM)
> Cloud Trust Protocol (CTP)
> CloudAudit (A6)

> CSA STAR Continuous is currently under development and the
target date of delivery is 2015.

F.Y.4 W Y| cloud
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What is CSA STAR Certification? 1

> The CSA STAR Certification is a rigorous third party
independent assessment of the security of a cloud service
provider.

> Technology-neutral certification leverages the requirements
of the ISO/IEC 27001:2005 & the CSA CCM

> Integrates ISO/IEC 27001:2005 with the CSA CCM as
additional or compensating controls.

> Measures the capability levels of the cloud service.

> It assigns a '‘Management Capability’ score to each of the
CCM security domains.

M A BAEE cloud
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What is CSA STAR Certification? 2
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Evaluates the efficiency of an organization’s ISMS and ensures
the scope, processes and objectives are “Fit for Purpose.”

Help organizations prioritize areas for improvement and

leac
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them towards business excellence.
nles effective comparison across other organizations in the

dapp

icable sector.

Based upon the Plan, Do, Check, Act (PDCA) approach

Enables the auditor to assess a company’s performance, on
long-term sustainability and risks, in addition to ensuring
they are SLA driven.
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Relation to other standards

The STAR certification scheme is designed to comply with:

> ISO/IEC 17021:2011, Conformity assessment —
Requirements for bodies providing audit and certification of
management systems

> ISO/IEC 27006:2011, Information technology — Security
techniqgues — Requirements for bodies providing audit and
certification of information security management systems

> IS0 19011, Guidelines for auditing management systems
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CSA STAR Certification & ISO 27001

WHY CSA STAR Certification oo
builds on 1S0270017? '
> Help organizations prioritize areas for _ 15,000
improvement and lead them towards g
= 10,000

business excellence.

> IS0 27001 is the international standard 5,000
for information security

> Considered as Gold Standard for 0 » » » » » |
information Security 2006 2007 2008 2009 2010 2011

> There are over 17,500 organisations

certified globally in over 120 countries. b Si
©
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ISO 27001: how does it work?

> It is a management systems standard — it outlines the processes and
procedures an organisation must have in place to manage Information
Security issues in core areas of the business

> The standard does not stipulate exactly how the process should operate
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ISO 2/7001: Criticisms

> ISO 27001 is updated every 8 years — the controls
become obsolete faster than that

> It is a one size fits all standard but there are some
industry specific concerns it does not cover, ie it is
not Cloud relevant

> Any standard can become a lowest common
denominator

> People can certify any scope they like within their
organisation to mislead clients

> It doesn't support transparency
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HOW: it provides assurance to clients?

> ISO 27001 requires the organisation to evaluate their customers’
requirements and expectation, and contractual requirements. It
requires that they have implemented a system to achieve this.

> ISO 27001 requires the organisation has conducted a risk analysis
that identifies the risks to meeting their customer’s expectations.

> The Cloud Controls Matrix requires the organisation to address the
specific issues that are critical to cloud security.

> The maturity model assesses how well managed activities in the
control areas are.
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Very Important

No Certification can ever guarantee information is 100%
secure however STAR certification ensures an
organisation has an appropriate system for the type of
information it is dealing with and that it is well managed
and focused on cloud specific concerns.
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